Abstract. We present FoREnSiC, an open source environment for automatic error detection, localization and correction in C programs. The framework implements different automated debugging methods in a unified way covering the whole design flow from ESL to RTL. Currently, a scalable simulation-based back-end, a back-end based on symbolic execution, and a formal back-end exploiting functional equivalences between a C program and a hardware design are available. FoREnSiC is designed as an extensible framework. Its infrastructure, including a powerful front-end and interfaces to logic problem solvers, can be reused for implementing new program analysis or debugging methods. In addition to the infrastructure, the back-ends, and a few experimental results, we present an illustrative application scenario that shows FoREnSiC in use.
Introduction
Debugging incorrect programs is labor-intensive, frustrating, and costly, yet unavoidable in modern software and hardware development. Errors have to be detected, located and corrected. Many methods and tools exist to automate error detection, e.g., automatic test case generation or model checking. Error localization and correction are mostly done manually. At the same time, these are the most challenging steps. Understanding the program and tracking down errors is time-consuming. Bug fixes often do not consider special cases, have side-effects, or create new bugs. The need for further automation and tool support is obvious.
Existing tools and methods automate error localization and correction in different settings. An extension of the Tarantula fault localizer [10] with mutationbased repair is presented in [8] . Model-based diagnosis [13] has been applied in various settings already. A counterexample-based repair method is presented in [5] . Sketch [15] uses similar techniques for program sketching. Also, several approaches have been proposed to check equivalence between system-level specifications and
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designs in Hardware Description Language (HDL), e.g. [6, 16] . In contrast to our framework, these existing tools implement only one specific method in isolation. Refer to [11, 12] for a more elaborate discussion of related work.
We present FoREnSiC, an automatic debugging environment for C programs. FoREnSiC is short for "Formal Repair Environment for Simple C", but it has already outgrown its name: it also detects and locates errors, and it applies also semi-formal and dynamic methods. FoREnSiC makes two main contributions.
First, it implements various debugging methods in different back-ends. They can be accessed in a unified way and provide different trade-offs between scalability and reasoning power. Currently, there are three back-ends. Second, FoREnSiC also serves as a framework for implementing new program analysis, verification, and debugging techniques. The infrastructure includes a GCC-based front-end to transform C programs into a graph-based representation. Moreover, FoREnSiC provides data structures to represent logic formulas and interfaces to logic solvers for solving them. FoREnSiC is available as open-source tool at http://www.informatik.uni-bremen.de/agra/eng/forensic.php. This paper is organized as follows. Section 2 illustrates FoREnSiC on an example. Section 3 explains FoREnSiC's architecture, the internal model, the front-end, and the back-ends. Section 4 shows experimental results and Section 5 concludes.
Application Scenario
We demonstrate the features of FoREnSiC on the following scenario. Assume we want to implement an algorithm to compute the Greatest Common Divisor (GCD) of two integers. We start with the following draft program in C. 
}
Now we want to verify the correctness of our program. We use FoREnSiC's symbolic back-end to compare it to the Euclidean algorithm, which serves as a
